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e All personal data processed by Youth

e Alldata breaches involving personalj
e All systems, devices, and storage loCati ere personal datais held
e All staff members, volunteers, and contractors who process personal data

e Allthird-party processors and service providers who process personal data on behalf of
Youth Start Limited



This policy does not apply to:

e Breaches involving anonymised or pseudonymised data that cannot be linked back to
individuals

e Breachesthatdo notresultin arisk to the rights and freedoms of individuals
e Breaches that are managed under separate incident response procedures (such as

cyberseMt do notinvolve personal data) -
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Data breach notificatio ction Act 2018. The key
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and the measures we have ta

Documentation:

No Notifiggt-‘ionﬁequi_red:
» e L -

We do n‘§t need to no

o their rights and
freedoms.(fpr exam

 not compromised).

. ere O NEY
Definition of a DaFERISACKH
Y W e R
‘. ‘qp > “-' ’;‘ .-‘_ﬂ\\?\

e Accidental oruflaw

e Loss of personal 'até
e Alteration of personal data 7
e Unauthorised disclosure of personalde ‘
e Unauthorised access to personal dat



Examples of data breaches include:

e Theftor loss of a device (such as a laptop or USB drive) containing personal data
e Unauthorised access to a computer system or database
e Accidental email or document sent to the wrong recipient
e Ransomware or malware attack

e Phishin unauthorised access

e Breach of (such as unauthorised access to a‘n

e Accidental R

e Breachbyath

Reporting:

Any staff member who suspects a da
Lead (Nick'Catin) using thi f\ollowing conta

Email: c n\tact@youtﬁl

Potential impact on affected ind
e Anyevidence or documentation

Confidentiality:

All reports of suspected data breaches must be treated as confidential and handled only by
authorised personnel.



mailto:contact@youthstart.co.uk

Stage 2: Immediate Containment
Immediate Actions:

Upon receipt of a report of a suspected data breach, the Data Protection Lead will take immediate
action to:

pelprevent further unauthorised access or di

e |solate aff@ devices
.
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e Assessthe scé of the breach
e Notify relevant

Containment Measures:
Containment measures ma

e Disconnecting affecte
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Investigation Team:

The Data Protection

e Data Protection Léad (inve
e IT ortechnical staff (if applicable)
e Relevant department heads

e External specialists (if required)



Investigation Scope:
The investigation will determine:

e What personal data was affected
e How many individuals were affected
e When the breach occurred

e \Whowasre al staff, third party, external attac&‘t‘

. .
ere compromised o iR

e Whetherthe bré
e What vulnerabilit
e \What measures are

Investigation Timeline:

The investigation must be cot Si i ‘ in 5 working days of the

%) s
The Data Protection ghts and freedoms of

affected individuals.

e Identity of affected individuals (vulnel
e Likelihood of misuse of the data

e Measures in place to mitigate the risk (such as encryption or access controls)



Risk Categories:
Breaches will be categorised as:

e Low Risk: Breach unlikely to result in harm to affected individuals (for example, encrypted
data where encryption key is not compromised)

e Medium Risk: Breach may result in some harm to affected individuals (for example,

unencry mation)
e High Risk: esult in serious harm to affected |nd or example,
unencrypte th information)

Stage 5: Notification

Notification Requirement:
the rights and freedoms of i
becoming aware of the breach

Notification Details:

Notification to the ICO

% ) b B 3
We will maintain rec ds o ""h notificati € 3 notification and the

Exception
We do not need to notify the ICO if the B s like lytore ult in a risk to the rights and
freedoms of individuals. However, we mus Ld eument the breach and the reasons for not

notifying the ICO.



https://www.ico.org.uk/

Stage 6: Notification to Affected Individuals
Notification Requirement:

We must notify affected individuals of any data breach that poses a high risk to their rights and
freedoms, without undue delay.

Notification De

Notification to affé must include:

e Descriptiono
e Types of perso
e Likely consequent
e Measures we have
e Measures individuals
e Contact details for furth

Notification Method:

We will notify affected ind

° Email(whereem &
. Telephone(wher

e Post(where conta '3., other means)

e Website notificationi( esses are not available)

Notification Timeline: ,gu’. .ﬁ\
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We will notify affected |nd|V|duals withot

vorking days of the breach
being report.eql, >
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We will mathtaln record
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e Method of notifice tic
e Individuals notifieg:
N

e Contentofno “
e Responses received &

Exception:

We do not need to notify affected individua j Sif.
ghiri m heir rights and freedoms

e We have implemented appropriate technlca and organisational measures to protect the
data (such as encryption)

e We have taken subsequent measures to ensure the high risk is no longer likely to materialise

e The breachis unlikely toresultina




Stage 7: Remedial Actions
Remedial Measures:
Following a data breach, we will implement remedial measures to:

e Restore the integrity and availability of personal data

e Prevent rom occurring in the future

allowed the breach to occur
e Improve sect d processes

e Implementing or upgra
° Providing additional s

Remedial measures will bel plen Kby as Sik deallyW|th|n 30 days of the
breach being reported. Compleximeasu ad¢ § e, but progress will be
monitored and documented. ~ <A :

Monltoru;g'ov

We will #onltor the e\t( ‘%\@ness of remed
.

J

| ‘tS as necessary.
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e Implementing remedial measures
e Maintaining records of data breaches
e Reporting data breaches to senior management



All Staff Members:
All staff members are responsible for:

e Reporting suspected data breaches immediately to the Data Protection Lead
e Complying with data security policies and procedures

e Protecting personal data from unauthorised access or disclosure
e Assisting

and containment measures

e Participating training

IT and Technical Sta
IT and technical staff aré

e Implementingtech
e Preserving evidence f@
e Assisting with investiga

e Implementing technigc

e Monitoring system

e Reporting data breeg

e Assisting with investig
e Implementing remedia
* Maintaining records of dat

Senior Management:
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Senior @nagemeht\i;rdp’bnsible for:
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* Receiving reports of data breaches

»

et
e Date and time the breach was disc .": !
e Date and time the breach occurred (ifK
e Description of the breach
e Personal data affected
e Number of individuals affected



e Risk assessment and risk category

e Investigation findings

e Containment measures taken

¢ Notification to the ICO (date, time, and details)

¢ Notification to affected individuals (date, time, method, and details)
e Remedi i mented

e Effective

.
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after the breach is resolved,, *

These records are ret

Communication and
Internal Communication:

We will communicate infor . AC : atfmembers on a need-to-

We will communicate infor to affected individuals, the ICO, and other
relevant parties in a cleaf tr = :

management. Where media or puk ‘ “ ] 'uj),g ensure that information
is accurate, transparent, and complies

1\1
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All staff members wilktegeive raini ' gonse procedures.



Training Frequency:
Staff training will be provided:

e To all new staff members as part of induction
e Annually to all existing staff members
e Following any significant data breach or security incident

Awareness:
‘ 1
We will maintain a ecurity issues and best practipeé‘

We may update this Data B A i 0 { sfle t changes in legal
2ats ' tstaff members of

e UK General Data Protection Ré otification to supervisory

autharity) and Article 34 (communic N
. %t‘a‘ﬁ?'otbatio‘n'A‘ 2018 ' 28
o | Qrmation ) mml;gsioner’s Office lotification
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Data Protection Lead: Nick GalinEmail: tc et fistaltl one: 07470435603
Youth Start Limited Reg edOf s Ol , Derby, DE24 8FB
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Data Breach Response Checklist

Action Responsibility Timeline
Report suspected breach Any staff member Immediately
Contain breach Data Protection Lead / IT Immediately
Investigate breach Investigation team 5 working days
Assess risk Data Protection Lead

Notify ICO
Notify affected indiv

Implement remedial
measures

ata Protection Lead
a Protection Lead

Document breach

Review effectiveness



