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e All staff members, volunteers, extert ntors, contractors, and third-party service
providers who process data on be

e Alllocations where data processing occurs, including Youth Start offices, remote working
locations, and third-party facilities



This policy covers technical security measures (such as encryption, access controls, and firewalls)
and organisational security measures (such as staff training, policies, and procedures).
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Access Controls

User Authentication:

All users accessing Youth Start systems must authenticate using unique usernames and strong
passwords. Passwords must be at least 12 characters long and include a combination of
uppercase le etters, numbers, and special characters. P ust be
changed ever
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Regular Backups: P &
We maintain regular backups of personal da “ -~.ti:' al systems to protect against data loss due
to hardware failure, cyberattacks, or human ertor..Backups are stored on password-protected USB
drives and are retained for a maximum of 30'd@ys on a rolling basis.



Backup Security:

Backup drives are encrypted and stored in a secure location with restricted physical access.
Backup procedures are documented and tested regularly to ensure that data can be recovered in
the event of a disaster.
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Patch Management:
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Confidentiality A&

All staff members, volunteers, and externag ;- Nt required to sign confidentiality agreements
before being granted access to personal data ' entlal business information. Confidentiality
agreements establish the obligation to main onfidentiality of data and prohibit
unauthorised disclosure.



Third-Party Confidentiality:

Third-party service providers and contractors who process personal data on behalf of Youth Start
are required to sign Data Processing Agreements that include confidentiality obligations. We
ensure that third parties implement appropriate security measures to protect data.
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Third-Party Security

We require third-party service providers and contractors who process personal data on our behalf
to implement appropriate security measures to protect data. Our requirements include:
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Incident Response

Immediate Actions:
Upon detection of a security incident, we jate actions to contain the incident and
prevent further harm. Actions may include disabling compromised user accounts, isolating
affected systems, and securing physical locations.



Investigation:
We investigate all security incidents to determine the cause, scope, and impact. Investigations
include reviewing access logs, interviewing staff members, and analysing affected systems.
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Remediation:
We implement meas
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Incident Records
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Nick Calin (contact@youthstart.co.uk, 074 70#35¢ 02 ) is responsible for overseeing data security,
implementing and maintaining security meas ' ducting security risk assessments,
managing security incidents, ensuring staffittaininglis provided, and ensuring compliance with this

Data Security Policy.



All Staff Members:

All staff members, volunteers, and external mentors are responsible for understanding and
complying with data security requirements, using strong passwords and multi-factor
authentication, reporting security incidents promptly, completing data security training,
maintaining confidentiality of personal data, and following secure data handling procedures.
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